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Introduction

The debate around the privatisation of security has become a topical issue, which raises a plethora of legal and ethical questions resulting from the lack of accountability of private security actors. Not so long ago, Blackwater USA, a private security contractor protecting US interests in Iraq, was ordered to leave because of its involvement in the killing of 11 and wounding 12 Iraqis in al-Nusur Square in western Baghdad on September 16, 2007. It is alleged that Blackwater security guards in Iraq engaged in nearly 200 incidents of gunfire in Iraq since 2005 and in a most cases Blackwater operatives fired their weapons from moving armoured vehicles without stopping to count the dead or assist the injured.
 The Blackwater incident not only raised the question of accountability of private security actors in Iraq but also the question of their desirability especially in volatile states. The accountability question is further complicated by the fact that the owner of Blackwater, Eric Prince is a radical right-wing Christian mega-millionaire who has served as a major bankroller not only for President Bush but also for the broader Christian-right agenda.
 

According to federal spending the US State Department's Blackwater contracts vastly exceed those of the Pentagon.
 Since 2004, the US State Department has paid Blackwater $833,673,316, compared with Defense Department contracts of $101,219,261. Perhaps many lessons could be learned by Africa from the involvement of private security actors in Iraq especially when it comes to their regulation or lack of regulation. It was recently observed that Blackwater’s forces are capable of overthrowing governments and this puts African States at a disadvantage because of their weakness when it comes to their own security. Assuming Blackwater was contracted by the US Government to operate in Africa, especially in those states that are in conflict or post-conflict, undergoing transition, and/or implementing security sector reform (SSR), this would put the African people at risk as is the case with the Iraqi people. To date, Africa does not have a continental-wide policy towards the operations of private security actors, especially those that are foreign. This speaks to the need for African States at the African Union (AU) level to device strategies on how best private security actors in Africa could be effectively controlled and regulated at the continental level. This should be informed by a thorough understanding of the extent of the private security industry in Africa.

This paper reflects upon the privatisation of security, which Africa faces in shaping its continental-wide security architecture. The paper is largely informed by the emergence of the generally unregulated foreign private security actors in places like Iraq and of course in the African continent especially in conflict-infested States such as Sudan. While accepting that the private security industry is sometimes one that has an important role to play in restoring peace in Africa because of the variety of functions it performs, it is equally true that the absence of effective regulatory framework, at the regional and domestic levels, exposes the industry to becoming a law unto itself and thus undermining security efforts. Firstly, the paper seeks to give a brief understanding of the meaning of privatization of security and the confusion created between private security companies (PSCs), private military companies (PMCs) and mercenaries. Secondly the paper highlights peacekeeping operations in Africa and the involvement of private security actors especially in conflict and post-conflict African States. Thirdly, the paper gives some thoughts on how to address the privatisation of security within the African security sector reform (SSR) strategy. Lastly, the paper makes some concluding observations.  

Understanding the Privatisation of Security 

For our purposes, privatisation of security is reflected by PSCs and PMCs. In a nutshell, PSCs can be defined as ‘companies that specialize in providing security and protection of personnel and property, including humanitarian and industrial assets’
 and PMCs are ‘corporate entities that provide military expertise and other professional services essential to combat and warfare.’
 Sometimes PMCs prefer to call themselves Private Security Companies (PSCs). Since the emergence of private security actors in the form of PMCs and PSCs, there has been a lot of confusion created by commentators grouping PMCs and PSCs with mercenaries. As noted by Isenberg, the term ‘mercenary’ is a ‘loaded, subjective one, carrying lots of emotional baggage and connotations.’
 It is a pejorative term and no government or non-state actor wants to be associated with it. For this reason mercenarism is prohibited outright. So far, there are no universally acceptable definitions for PSCs, PMCs and mercenaries. 

Newell and Sheehy argue that the term mercenary ‘includes a person who is foreign to a conflict participating in combat with the aim of securing personal gain’.
 In an attempt to distinguish a mercenary from a PMC, they argue that this definition cannot be applied to PMCs due to the latter’s wide range of services.
 On this point, it would seem that the only point of distinction, therefore, lies in the wide range of services, which the Private Military/Security Companies (PMSCs) have to offer. The ‘personal gain’ referred to herein is mostly pecuniary in nature. Caution must be made in grouping PMSCs together as it blurs the need to properly control them for mercenaries do not need any regulation but prohibition. 

Singer offers the most practical explanation of what PMSCs represent today.
 Singer argues categorizes the PMSC industry through what he refers to as a ‘tip of spear’ metaphor. It is important to consider this categorization in order to understand the nature of the private security phenomenon. Three broad types of units linked to their location in the battle space are identified in Singer’s categorisation. Firstly, are those units that operate within the general theatre. Secondly, are those in the theatre of war. Thirdly, are those in the actual area of operation, that is, the tactical battlefield. With the ‘tip of spear’ metaphor, Singer identifies three types of PMCs, namely: One, Military Provider Firms, at the frontline or tip of the spear and providing Implementation and Command services; Two, Military Consultant Firms, in the middle of the spear and providing Advisory and Training services; and Three, Military Support Firms, furthest away from the tip and providing Non-Lethal Aid and Assistance.
 The question of whether those PMSCs at the frontline or tip of the spear should be outlawed is one that African states need to deliberate. 

Highlights of the Private Security Actors in Africa

Africa generally remains a bloodbath as a result of a considerable number of protracted conflicts. Currently, peacekeeping missions in Africa are UNMIS (Sudan), UNOCI (Cote d’Ivoire), UNMIL (Liberia), MONUC (DRC), UNMEE (Ethiopia and Eritrea) and MINURSO (Western Sahara). United Nations peacekeeping missions in Sierra Leone, Liberia, Cote d’Ivoire, and the Democratic Republic of the Congo have also outsourced their supply and logistical needs to private security companies. The recent Darfur crisis has also presented a lot of challenges especially on the part of the African Union and the United Nations. To this end, the continent has not been spared from the infiltrations of foreign private security actors, which largely results from African States’ inability to provide adequate security for its citizens especially in conflict situations. Sometimes peacekeeping efforts require the use of private security actors in the provision of logistical support. Private security actors are also contracted in the training of security forces under the auspices of post-conflict reconstruction processes. 
As mineral resources fuel most African conflicts, the interest of ‘foreign’ States  (including foreign private security actors) in Africa’s mineral resources has also resulted in the growth of foreign private security actors in the continent. Moreover, they have also played a role in fuelling African conflicts in their profit-maximization drive. Sometimes the extractive industry has been used to pay for the services of the private security industry. In Sierra Leone, for instance, the government hired a now defunct PMC Executive Outcomes to impede rebel forces in exchange for diamond mining concessions and later an additional $35 million.
 Having succeeded in their mission, Executive Outcomes proceeded to retake the diamond fields from the hands of the rebels in order to secure their own payment.
 The involvement of mineral resources taking the centre state in prolonging a conflict (for which the private security industry becomes involved) has not only been questioned by researchers, but also condemned by the international community. It is for this reason that the United Nations General Assembly adopted, unanimously, a resolution on the role of diamonds in fuelling conflict, breaking the link between the illicit transaction of rough diamonds and armed conflict, as a contribution to prevention and settlement of conflicts.
 
DynCorp International, a private company, which just like Blackwater, is a member pf the International Peace Operations Association (IPOA), and currently operating in Nigeria, Liberia and Sudan through contracts awarded by the US Government. In 2004, the U.S. government awarded contracts worth more than $20 million to two companies, the PAE Group and DynCorp International, the latter being a leading professional services and project management firm, to provide logistical support for African forces headed to Sudan's troubled western region of Darfur. They were contracted to support the anticipated arrival of some 3,500 troops from the African Union in Sudan's Darfur region. In 2005, DynCorp started helping the U.S. Government to demobilize and retire members of Liberia’s armed forces, and to train a new, modern army to serve Liberia’s future interests. To date, DynCorp is championing a Security Sector Reform Programme in Liberia. In 2007, the US State Department hired DynCorp to help equip and provide logistical support to international peacekeepers in Somalia, giving the United States a significant role in the critical mission without assigning combat forces. Perhaps the recent Blackwater scandal in Iraq would act as a catalyst for African States to consider putting in place mechanisms that will best address the emergence of the private security industry, which is no doubt here to stay.  
Addressing Private Security within SSR 

The importance of addressing private security within SSR cannot be overemphasised. Bryden argues that SSR concepts bridges security policy, peace and democracy promotion and development assistance. As a result its cross-sectional character (which has an integrating effect), SSR reaches out beyond the state to actors such as armed non-State actors.
 This suggests that in addressing the African SSR strategy, the debate around the regulation of the private security sector in Africa is critical. According to the OECD DAC Handbook on Security System Reform: Supporting Security and Justice, ‘[i]f the [private security] sector is neglected in broader SSR, then in time it may come to represent an unaccountable and essentially parallel sector industry in competition with reformed state security provision.’
 Within the African SSR strategy, it is important to note as Bryden rightly argues that the effective regulation of PMCs and PSCs requires an ‘interlocking framework of national, regional and international control mechanisms.’
 

Within the African context, the interlocking framework should include revising the 1977 OAU Convention on the Elimination of Mercenarism in Africa, which does not cover the issue of privatisation of security in Africa. As the new phenomenon of private security is likely to undermine Africa’s security, there is a need to putting measures, such as registration and licensing of PMSCs and regulations (including self-regulation) in place. These should be put in place at the regional, sub-regional and national levels. The measures put in place at the sub-regional and national levels should be informed by the consensus reached by African States at the African Union level. The African Union, whose objectives include that of promoting and defending African common positions on issues of interest to the continent and its peoples,
 is best suited in addressing the private security phenomenon which is undoubtedly an issue of interest to Africa and its peoples.  
While there have been efforts towards regulation of private security actors at the national level in various African States, the best example being South Africa, where private security actors are regulated and controlled under two regulatory frameworks, namely the Private Security Industry Regulation Act of 2001 and the Prohibition of Mercenary Activities and Regulation of Certain Activities in Country of Armed Conflict Act No. 27 of 2006 (Mercenary Act)
 which has since replaced the Regulation of Foreign Military Assistance Act 1998. While the Private Security Industry Regulation Act of 2001 is aimed at regulating private security actors within South Africa (at the national level), the Mercenary Act is, as the name suggests, aimed at prohibiting mercenary activities and regulating certain activities in country of armed conflict. 

The Mercenary Act provides for a legislative measure aimed at curtailing unauthorized and opaque PMCs/PSCs operating in a regulated country or area and regulating the recruitment of SA citizens and permanent residents. It prohibits any person who is involved in mercenary activities, namely: any person who participates as a combatant for gain in an armed force; any person who directly or indirectly recruits, uses, trains, supports or finances a combatant for private gain in an armed conflict; any person who directly or indirectly participate in any manner in the initiation, causing or furthering of an armed conflict or a coup de’etat, uprising or rebellion against any government; any person who person who directly or indirectly perform any act aimed at overthrowing a government or undermining the constitutional order, sovereignty or territorial integrity of a state. (Section 2) 

The Mercenary Act specifically prohibits and regulates certain assistance or rendering of services in country of armed conflict. In terms of section 3 of the Mercenary Act, no person may undertake, within the Republic or elsewhere, the following without the authorisation of the Arms Control Committee: 

· Negotiate or offer to provide any assistance or render any service to a party to an armed conflict or in a regulated country;

· Provide any assistance or render any service to a party to an armed conflict or in a regulated country;

· Recruit, use, train, support or finance any person to provide assistance or render any service to a party to an armed conflict or in a regulated country;

· Perform any act that has the result of furthering the military interests of a party to an armed conflict or in a regulated country.   
The Mercenary Act further prohibits and regulates the enlistment of South Africans in armed forces. Accordingly, no South African or permanent resident is permitted to enlist with any armed force other than the Defence Force including an armed force of any foreign state unless they are so authorised by the Arms Control Committee. (Section 4) In the event that such authorization is so granted, it may also be revoked if the authorised person takes part in an armed conflict as a member of an armed force other than the Defence Force. 

In section 5 the Mercenary Act, also prohibits and regulates humanitarian assistance in country of armed conflict. This means that no South African humanitarian organization is permitted to provide humanitarian assistance in a country of armed conflict or regulated country unless it registers with the Arms Control Committee for that specific purpose. This provision seeks to also control those PMSCs that are involved in the provision of humanitarian assistance in areas of armed conflict or regulated country. For a country to be regulated, it has to be proclaimed as such by the President in the Gazette in terms of section 6 of the Mercenary Act.   

The reasons, which the Arms Control Committee may advance in denying authorisation, include the following: - 

· That such authorisation is in conflict with South Africa’s obligation in terms of international law;

· That it would result in the infringement of human rights and fundamental freedoms in the territory where the assistance or service is to be rendered or the exemption granted;

· That it endangers the peace by introducing destabilising military capability into the region or territory where the assistance or service, or humanitarian aid, is or is likely to be, provided or rendered;

· That it would contribute to regional instability or negatively influence the balance of power in such region or territory;

· That in any manner supports or encourages any terrorist activity or terrorist and related activities (as defined in section 1 of the Protection of Constitutional Democracy against Terrorist and Related Activities Act No. 33 of 2004);

· That in any manner initiates, causes, or furthers an armed conflict, or a coup de’etat, uprising or rebellion against a government; or 

· That it prejudices South Africa’s national or international interests. 

In so far as the domestic dimension is concerned, the Private Security Industry Regulation Act of 2001 is very important because of the swelling numbers of the private security actors within the South African borders. The fact that the number of private security companies (PSCs) personnel and the size of PSC budgets both exceed those of public law enforcement agencies should be a cause for concern. For Instance, the South African Police Officers are 129, 583 (excluding civilians) and the ratio of police officers to citizens is 1 police officer for every 365 citizens. According to the latest statistics provided by the Private Security Industry Regulatory Authority, there are 4, 763 active private security businesses and 296, 901 active registered security officers (2006).
 This means that the private security officers outnumber the South African Police Officers by two-fold. 

The importance of the Mercenary Act is that it is mainly aimed at regulating the provision of assistance or service of a military-related nature in a country of armed conflict and the enlistment of South African citizens and permanent residents in other armed forces and the provisions of humanitarian aid in a country of armed conflict. The Mercenary Act also applies extra-territorially in terms of section 11. It must be noted that most of the South Africans, which the Mercenary Act seeks to cover, are former Apartheid security personnel. While at face value, the Mercenary Act seems to provide a regulatory framework, a much closer look at it, however, suggests otherwise. The Mercenary Act is arguably a prohibitive mechanism that will see a complete ban on South Africans with security or military expertise operating abroad. The South African Government views exportation of security or military expertise as a security threat. The Blackwater incident in Iraq attest to the fact that if not effectively regulated, private security actors in conflict situations can pose a security threat to innocent civilians.  

Not only are African States like South Africa being challenged by the emergence of the private security industry at the national level. In the United States since the 1970s, private security guards had outnumbered public police officers by a ratio of 3: 1, the Americans then spending more than twice as much money on private security guards ($90 billion) as it spend on public police ($40 billion) every year.
 As the industry continues to grow there is now a fine line between ordinary security guards and military operatives. Owing to the demand-supply phenomenon, many private security companies, such as Blackwater, have had to refocus their operations. Scahill gives a succinct narration of the rise of the Blackwater USA, the ‘world’s most powerful mercenary army’.
 He argues that Blackwater’s true fame and fortune was gained in the aftermath of 9/11 when it formed Blackwater Security Consulting in 2002. Regrettably, Just like other private contractors in Iraq, Blackwater was not regulated and controlled by Iraqi law. In terms of the Coalition Provision Authority (CPA) Order 17, dated June 27, 2004, granted the private security companies immunity from Iraqi law. 

In addressing the African SSR strategy, there is a great need for African practitioners to rethink of strategies that could best regulate and control the private security industry in Africa. This could only be achieved through a thorough understanding of the dynamics around the privatisation of security. It is only then that the enactment and possible strengthening of effective laws can be undertaken. Not only should such laws be put in place but also they should be enforced. It is critical that the regulation of private security be undertaken at all levels. The regulatory frameworks should cover the following: - the roles and types of services, which private security actors can provide; the criteria used for licensing and deregistration processes: the application of the regulatory frameworks within and outside the territory within which they are established; the control of the use of force and firearms; the training and professional requirements; the vetting and licensing of security operatives; and the standards for transparency and oversight mechanisms. 

On the question of oversight, it is important that all programmes which address the issue of oversight in relation to public police and military also include consideration of the private security industry. On this point, parliamentarians should, among others, be involved in the privatization of security debate both at the national and regional level. At the level of the AU, in fulfilling its mandate of promoting peace, security and stability within the continent,
 the Pan African Parliament should also be involved in shaping the African SSR strategy through, among other things, getting involved in the debates around the regulation and control of the private security industry in Africa. Parliaments are the representatives of the African people and in principle their opinion will reflect what the African people want regarding the privatization of security in Africa. 

Another strategy which has emerged within the private security industry is that of self-regulation, wherein private security actors form associations and establish voluntary codes of conduct in order to promote professionalism and set standards for the industry. This strategy must be promoted and supported within the African SSR strategy. The ‘Code of Conduct and Ethics for the Private Security Sector’, which was developed by the European Security Services (CoESS) and the Union Network International, Europa (UNI-Europa), in 2003, furnishes a good example in this regard. Within the African context it is important to note that much as this strategy is supported, the drawing-up of a self-regulatory code should be undertaken by the private security actors and not just imposed to them by African States. Non-legal best practices should always be promoted in addressing the private security industry within the SSR.  

Conclusion  

Addressing the privatisation of security with the African SSR strategy must always be context-based. It must address the needs of the African people. It would be imprudent to address the privatisation of security in Africa without understanding the private security industry in the African context. Hence there is a need to enhance the privatisation of security in Africa debate. While the dynamics around private security actors in Iraq can offer some lessons for Africa, regulatory frameworks within Africa should be informed by the potential dangers, which they pose (and are likely) to pose to Africa’s peace and security. Indeed an unaccountable private security sector can facilitate human rights abuses or inappropriate links between it and political parties, state agencies, paramilitary organizations and organised crime.
 

That privatisation of security is a global trend that could be beneficial to Africa cannot be denied. It is however important to effectively regulate and control the private security phenomenon in Africa in order to promote peace, security and stability. This paper has firstly, attempted to reflect on the privatisation of security in Africa, which is very important for Africa’s development for without peace, security and stability, no development can take place. Secondly, it further gave a brief understanding of the private security sector. Thirdly the paper highlighted some of the private security operations in Africa. Lastly, a discussion on how best to address the privatisation of security within the African SSR strategy was undertaken. This included the consideration of the South African regulatory framework both within and beyond the South Africa borders. As the subject of private security remains topical, Africa’s engagement on how best the industry could be regulated and controlled remains critical. 
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