SA Army Seminar 21

“Technologies for Landward Military Operations by 2020 with specific reference to C4I3RS enablers of precision engagement.”

Presented by André Nepgen

CSIR Defence, Peace, Safety and Security

Abstract

Our own and international experience has demonstrated the strong influence of technology developments and availability on concepts of operations. In the recent past it has been commercial and specifically communication and information technologies that have caused a step change aiding asymmetric concepts of operations and groups operating autonomously. It is clear that this trend will continue and that technology will become even more powerful and friendly to interface with. Likely African scenarios and the SA Army Vision 2020 place requirements on us of being well informed about these international trends, of having the ability to insert and integrate new technologies rapidly and of deploying our national science and technology capabilities effectively and efficiently in supporting our armed forces. To achieve these benefits offered by technological progress the SA Army will need a close link to a ready technology base (such as a DERI). For the African operations environment envisaged technologies that would give the SA Army an edge are those in soldier support and sustainment, command and control, in-time intelligence and situational awareness, estimation of intent, precision targeting and limitation of damage, protection, mobility and autonomous operations. Practical requirements on the choice of technologies are low energy consumption, minimal logistical support, ease of upgrade, good survivability, light weight and creating the minimum waste. Agility in absorbing technology from the commercial environment is critical which will require reforms in our acquisition processes. Finally, to make effective use of these advances the human will have to be considered an integral part of the system and prepared accordingly.

1. Introduction

The focus of this paper is on identifying the macro-level and strategic issues which will enable the SA Army to start preparing for future challenges. Topics that are covered are the role that technology will play in future landward operations, the concepts that new technologies can bring to landward operations, inserting new technologies into military systems in short time scales, future areas of technology focus, priorities for interoperability and the focus areas in terms of a technology investment strategy.

2. The Context provided by Vision 2020

In considering the role of technology in future landwards military operations in Africa, the main considerations and influences derived from the SA Army Vision 2020 are:

· The focus will be on landwards activities jointly executed by all services with a land effect

· The spectrum of activities is likely to be broad, from humanitarian to peace keeping to intense conflict

· Future operations will require not only military involvement but also civilian structures, interdepartmental approaches will be needed.

· SA forces will deploy most often as part of a multinational force.

· The SA Army will be prepared to be combat ready, to operate jointly and to deal with a full spectrum of operations and situations

· The SA Army will be prepared to be a high quality expeditionary force, capable of being deployed at short notice anywhere in Africa and capable of sustaining themselves over protracted periods of time.

· The operating environment will be complex most likely having a mix of civilians and combatants with a range of human and social issues involved.

· The terrain will be varied and challenging, from desert to mountain to forest to wet forest to savannah to urban.

3. Consequences for the Operating Environment and Implications influencing technology choices

Within the context provided above, the threat and adversaries our forces are likely to encounter will be asymmetric in nature. Their weapons are expected to range across a spectrum from old military to combinations of military and new civilian technology to improvised terrorist devices. Highly innovative uses of existing technologies are likely to present our forces with potential surprises, particularly when linked to fanatic approaches such as suicide bombers. Our adversaries are likely to make effective use of generally available commercial information and communications technologies for coordinating their attacks as well as for controlling their weapons. They will often be difficult to distinguish from the general population and are likely to have the population on their side driven by either sympathy or fear. In this context and consistent with some of the approaches emerging elsewhere in the world our forces can expect some of the general media to provide a platform for their enemies. This is likely to be particularly effective when engaged in urban operations and when the support of the population at large is required. All these considerations contribute to a complex picture which will have the following implications for our forces:

· They will have to be deployed on short notice, will have to sustain themselves over protracted periods of time and will have to provide their own protection.

· The human element will play a central role in determining the effectiveness of our forces. The quality of the soldier will be key. Assistance will be provided, conflicts won and peace ensured through the involvement of high quality well trained soldiers.

· Close combat will be the focus and the dominant form of engagement against opponents that have a superior knowledge of the terrain and environment and are often hard to separate and identify from surrounding civilians.

· The dominant theatre of operations is likely to be urban.

· To deal with the expected range of threats the most likely form of deployment of our forces will be in small semi-autonomous teams.

· Protection against a range of physical threats from old technology (RPG 7) to improvised (IED’s) to relatively modern systems (shoulder launched IR missiles) need to be provided and will be key to the survival of these teams. 

· Mobility will be important but not at the cost of protection.

· Our forces will need to provide their own protection, mobility, firepower and sustainment for most operations.

· Collateral damage must be limited to the minimum. The rebels, snipers, rioters, terrorists and trouble makers need to be targeted exclusively. This is important since the hearts and minds of the population need to be won and the international image needs to be managed.

· Coordination between air, armour and artillery needs to be precise. The ability to call in support from naval gun fire and close air capabilities will be a major factor.

4. The Consequences for and Role of Technology

To operate within the environments and situations described above and achieve the desired effects, our forces will need access to ready technologies and to a technology base that can support the identification, acquisition, development, adaptation and insertion of appropriate technologies. 

It is important that effective and up to date technological capabilities are used not only in operational systems but also in preparing and training our forces and in supporting our decision makers to make informed choices.

The major technology-based and enhanced capabilities our forces are likely to require for land based operations by 2020 in order to deal with the situations and requirements above are:

· Superior situational awareness derived from a variety of robust sensor and human networks fused to provide the individual soldier information about his situation, features of the environment, presence, characteristics and even intent of enemy forces or suspects and the result of weapons deployed. Autonomous or unmanned systems will play a major role in providing a platform for sensors and communication networks. 

· Effective layers of Command and Control that make good use of  situational awareness assets, communication networks and rules of engagement specifically developed for small groups dealing with asymmetric threats that are optimised to make decentralised decisions and achieve the required effect rapidly.

· The capability to do precision engagement of confirmed targets using the appropriate weapon systems that will achieve the desired effect with the minimum of collateral damage. Such a precision engagement capability will draw heavily on situational awareness assets together with smart and selective lethal and non-lethal weapons systems.

· Protection of soldiers and platforms that are effective in the environments and against the threats envisaged. As experiences in Iraq and Afghanistan have showed, the conventional armoured protection platforms are highly vulnerable to asymmetric threats in urban environments. Effective protection for the small semi-autonomous groups required will likely comprise physical soldier and platform protection, preparedness against identified threats obtained from the situational awareness capability, information and electronic countermeasures, weapon systems and threat neutralisation systems and alternative concepts of operations.

· The capability of our forces to sustain themselves during the expeditionary deployments envisaged. This capability is supported by a range of technologies from the equipment to the human focused. Examples are effective and light energy systems, precision logistics, health monitoring, and biological protection and even information about the population that will allow our forces to get logistic support from the local inhabitants.

· Broad use of modelling and simulation to expose our soldiers to the operational environment before they get there. It may be a requirement of future systems that they have the ability to do embedded simulation. For the situations outlined above, modelling and simulation environments will be the most effective way to do experimentation, to conceptualise and test doctrine and weapons systems functionality and to determine how doctrine can make up for weapons system limitations.

· Finally, and almost paradoxically, it will be required of future technologies to support the human as the key element of the system. Scientific approaches and technology will be essential to improve the selection, application, training and preparation of the soldier for the complex, multi-role, physically and mentally demanding situations envisaged. 

Emerging Research Areas, Technology Trends and Futures

Some of the emerging research areas, technology trends and futures that would support the broad requirements stated above and are being researched by organisations and laboratories across the world are:

· Robust, secure and self forming networks. These are largely based on ideas and developments in commercial ICT and electronics fields. The attractiveness of such networks are that they will be critical to establishing the level of situational awareness identified above and aid the operations of small units.

· Detection, identification, tracking and neutralisation of elusive targets. These concepts provide another critical component of a future required situational awareness capability. Advances in radar technology to look into buildings, in sensor and information fusion to detect the presence and estimate the intent of people and platforms will allow soldiers engaged in close combat or autonomous weapon systems to engage with precision.

· Networked manned and unmanned systems. The robust networking capabilities that will become available, will make it possible to dynamically assign complementary systems responsibilities to different platforms allowing them to see better, make more informed decisions and act with greater effect. Applying these concepts to unmanned systems allows one to build in a greater degree of redundancy, improve robustness and effect for certain types of operations. The use of unmanned air platforms for observation is well known. In future it can be expected that small micro and nano platforms will become widely used and that some of them will be armed with explosive charges to destroy human, sensor and network targets in a very selective way.

· Soldier information and communication systems that provide the soldier with superior situational awareness. Such systems will rely on advances in adaptive radio techniques that can use the available spectrum with agility, the software defined radio, mobile ad hoc peer to peer networking and precision navigation in GPS-denied environments. Light weight, high power energy sources are a general requirement and are being researched by a number of laboratories. Most research and development in these areas are driven by commercial objectives and funding and the military role is to identify, understand, adapt and integrate.

· Intelligent autonomous systems. To provide the capabilities required for future operations and especially for performing dull, dangerous and dirty tasks, major advances in autonomous navigation in challenging and constrained environments, in complex decision making, in mechanical movement for ground systems and in endurance are required. This topic is attracting strong interest from leading research institutions.
· Modelling and Simulation of complex environments. Advanced and specialised training will increasingly be done in computer based environments. Specifically important are the advances to allow realistic evaluation and development of doctrine, new systems concepts and the effect of the human in the loop. Modelling of urban terrain and identifying and separating combatants from other civilians based on behavioural clues are starting to receive attention.
· Free and open software. Increasingly free and open software is being adopted by organisations and government. It offers opportunities for cost saving, for technology insertion and flexibility. Significantly its adoption would also afford a compliance with open standards that will contribute directly to military system interoperability and higher security via source-code access.

· Finally, other rapidly advancing technologies with potentially disruptive implications include: nanotechnology, biotechnology, advanced computing and information technologies and cognitive neuroscience. According to [1]: 
A specific defence capability that could be enabled by integrating developments in nanotechnology, information and cognitive technologies is an integrated helmet with tuneable hearing, night vision, communications, physical and auditory protection providing tactical awareness and cognition of "in-field" activity. Other examples include integrated wearable, wireless miniaturized sensors, communications and computers woven into the fabric of uniforms/body armour and self-sterilizing organic and inorganic hybrid materials that will make sterile/clean surfaces available in field situations for military personnel. Nano and biotechnology integration has the potential of producing nano-engineered molecules to detect and counter known and unknown biological, chemical and nano-weapons. Responsive and collaborating autonomous intelligent systems will support decision-making and nano-robots will be employed for surveillance and medical applications.

· Human Factors. The rapid advances in technology, the rate and scope of information and the increasing complexity of operations have made the consideration of human factors more important than ever in preparing soldiers and in designing systems. The objective is to understand human behaviour under a range of likely operational conditions, to allow for them in the design of equipment and human interfaces and to empower the soldier. Considering the demands of the environment it will be important to develop approaches that will put the human at the centre of the design and focus on how to improve the effectiveness of the soldier.
5. Towards a Strategic Response to ensure access to and application of the required Technology enablers

In responding to the requirements above and considering the critical role of technology in enabling our forces as well as the advances being made and still needed in future, some of the actions that need to be considered are:

1.) The development of a landwards technology strategy that will start to address some of the critical requirements of future operations in addition to formulating strategies for meeting current and medium term needs. This strategy needs to indicate the function being supported, the priority technologies and the supply route for those technologies. Where the supply route is likely to be via commercially available technology the necessary collaboration actions need to be developed. The ability to update this strategy on a continuous basis must be provided.

2.) The specialised and sensitive nature of this work and the domain understanding required, make it important to use a knowledgeable and focused resource as entry point for supporting the strategy development and for implementing the subsequent plan. It is also important that maximum use is made of all available knowledge whether in military institutions or other national science and technology institutions in implementing this plan. Linkages and synergies to other national objectives and initiatives launched by other departments need to be exploited.

3.) New acquisition approaches which will allow our forces to benefit from new developments and the short innovation cycles in commercial technology. Ways of inserting new modules or subsystems in the shortest time scales while using cost effective approaches must be adopted. We need agile absorption out of the COTS environment into the tactical environment.

4.) Upscaling current efforts aimed at establishing environments where new technology can be evaluated in terms of their impact on landwards operations and where doctrine can be experimented with and developed to maximally exploit appropriate technologies or novel combinations of existing or new technologies. This environment must include the human as a central element together with the doctrine and technology development strategy.

Summary and Conclusions

The SA Army’s Vision 2020 provides guidelines on the future strategic approach, nature and focus of our landwards forces. These guidelines together with the broad features of the operating environment and the adversaries they are likely to encounter give the ends. From this context the enabling role of technology in operations ranging from humanitarian to peace keeping to mid intensity conflict was described in terms of desired new capabilities. The technology trends manifesting themselves in the international environment and the areas in which progress is needed to support the capabilities indicated, were discussed representing the ways needed to achieve the ends. The means is provided by measures and actions such as the development of a strategy to address future requirements, the establishment and use of a ready technology base as entry point into a network of information and capabilities, streamlined acquisition approaches that will allow the insertion of continuously evolving commercial technology and the focused establishment of simulation environments that include the human as key systems element for experimentation, doctrine and technology development. 
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