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ABSTRACT

INTRODUCTION

1. The future prospects of Information Warfare (IW) and particularly Psychological Operations (PsyOps) need to be addressed as part of the challenges for future warfare.  This paper will investigate this topic.  (Reference A)

AIM
2. The aim of this staff paper is to discuss the future prospects of IW and specifically PsyOps.

SCOPE

3. In this document, the challenges for future warfare will firstly be discussed in order to shed light on the origins and strategic drivers of IW.  Secondly, some background information about IW in the SANDF is provided, followed by the description of PsyOps as a part of IW.

4. The future relevancy and prospects for the application of IW and PsyOps in Africa will be addressed, followed by the support needed from the SA Army to execute such applications.  Force preparation to counter IW and PsyOps attack is discussed as an important aspect of the support to the SANDF IW Capability.

THE CHALLENGES OF TOMORROW

5. In military thinking, there exists an enduring need to deal with the future; be it the very near future in battle or the farther future for strategic planning.  Currently an evolving debate exists on the future of war and more and more literature is available on the subject, containing different views.  There are optimistic and pessimistic futures.  Then, there are the differing views on whether the future is a continuity or change from the present.  Is it evolution or revolution?  Will we need faster and better tanks or will we have small, unmanned vehicles delivering the necessary firepower?  “The Information Age is characterised by the use of sophisticated information and communication systems.  For the military the availability of these systems have contributed to the better synchronization of effects in the battle space, improved command and control, increased lethality and responsiveness.  However, the mere presence of these systems has created new vulnerabilities and challenges to national and hence defence security.”  

THE PSYOPS PILLAR IN IW
6.  “PsyOps in the SANDF is defined as planned and coordinated psychological activities, including political, economic and military actions, in peace, military operations other than war, and war, in peace, military operations other than war, and war, in order to influence their emotions, motives, objective reasoning and ultimately, attitudes and behaviour, to secure the achievement of national and military objectives.”   The ability to manage and change the perceptions of a targeted audience is considered the fourth instrument of power available to a state, the other three being the diplomatic, the economic and the military powers.  

FUTURE RELEVANCY AND PROSPECTS FOR APPLICATION OF IW/PSYOPS IN AFRICA

7. A research study was initiated by the SANDF PsyOps Management Committee and is now being conducted by Maj (Dr) Annette Falkson and other members of the SA Military Health Services (SAMHS) at the Military Psychological Institute (MPI).  The study investigates psychological stress factors affecting SANDF soldiers in Burundi and have produced some interesting preliminary findings such as; SANDF soldiers have a positive attitude towards the development of Africa, the SANDF soldiers understand the local language in Burundi, soldiers spend six months or more away from home and miss important events like births, marriages and burials, this was identified as having the biggest negative impact.  Soldiers feel very negative about the derogatory way they are handled by their leaders, some soldiers witness civilians being murdered or find corpses in mass graves, it is hot and humid in Central Africa, and the local population recognizes even the black SANDF soldiers as foreigners immediately.    In the light of the above findings, it is clear that IW and specifically PsyOps have an important role to play in the countering of stressors and ill effects of deployments.  
SA ARMY SUPPORT TO IW/PSYOPS IN FUTURE 
8. The Directorate Information Warfare will be responsible for the governance and management of the IW capability, but the execution of IW operations and functions will have to come from the different services and divisions, which thus includes the SA Army. Everything has a psychological effect; be it words or actions.  This includes physical operations.  The PsyOps campaign in a specific operation may thus need the SA Army to execute a physical operation is a specific way for maximum psychological effect.  SA Army leaders need to be aware of the defensive and offensive aspects of IW and PsyOps and to include it in their planning from the start to the end of every operation.   The Psychological effect of one operation can have an effect on all future operations.  The SA Army thus needs to equip the future SANDF soldier with the necessary knowledge and skills to withstand the IW threat of the future.  The SA Army will also have to be the custodians of some of the specialised PsyOps equipment that needs to be developed and maintained.  The current higher level of integration or jointness implies the interoperability of all SANDF systems.  
FORCE PREPARATION TO COUNTER IW/PSYOPS ATTACK

9. This is the first and most important aspect of force preparation wrt IW and PsyOps.  SANDF personnel on all levels must be able to identify IW and PsyOps threats/attack and be able to counter it and bring it to the attention of the higher command and the necessary IW forums. The importance of good leadership has been confirmed in the previous discussions of operational stressors on deployed soldiers.  Discipline and self-discipline has always been a crucial attribute of the soldier.  In our current complex global environment, good discipline is of utmost importance.  Skilled intelligence officers and members with academic training in various fields are required.  PsyOps in foreign countries will require language skills in various different languages.  These skills are important for good command and control and for specific IW and PsyOps functions (presenter’s script writers, pamphlet designers, etc). PsyOps specialists will need training in different specialised skills required to conduct PsyOps.  This kind of training could include attendance of courses and conferences abroad and will have budget implications.

CONCLUSIONS
10. Recent global developments have underlined that information superiority in conjunction with other elements of power base, is an additional and important dimension in addressing world affairs.  In the present geo-static context, characterised by uncertainty, information superiority is but one aspect with which these challenges, threats and opportunities should be addressed.  

11. The SANDF’s Capability Management model aims to achieve a higher level of integration (enhance effectiveness) and to balance the individual portfolios across the mission concepts and contingencies.  .  
RECOMMENDATIONS

12. The SANDF and specifically the SA Army should take stock of what is left of the knowledge base of PsyOps in the past.  This includes all of the integrated forces as well as lessons learnt from past operations.  This knowledge base needs to be applied to our current context and requirements.  Furthermore, the SANDF must learn lessons from the rest of the world.  This includes foreign strategies and doctrine, as well as studying the successes and failures of other operations.  Research is thus implied once again.  The SANDF should thus also keep on investing in high quality research partners.  Measures should be put in place to measure the psychological effects of operations as well as the success of new programmes and/or interventions. 

